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[bookmark: _Toc192929559]Step 1. Data Ingestion Using Terraform and Python

[bookmark: _Toc192929560]Objective:
· Use Terraform to set up Amazon Kinesis and Amazon S3 for real-time data ingestion.
· Simulate sales and inventory data using a Python script to mimic multiple warehouse systems.
[bookmark: _Toc192929561]Set Up AWS Cloud Shell

1. Verify terraform installation.
[image: A screenshot of a computer program
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2. If the Terraform version is out of date you can update it as shown below: 
[image: ]
[bookmark: _Toc192929562]Create Terraform Files
1. Create a directory and navigate into that directory
[image: A blue screen with white text

AI-generated content may be incorrect.]
2. Create a main.tf file which when applied will create an S3 bucket to store sales data, configure Amazon Kinesis Firehose to receive and send real-time data to this bucket, and establish IAM roles and policies that grant Firehose secure access to the bucket.
[image: ]
[bookmark: _Toc192929563]Deploy Terraform Infrastructure
1. Terraform Init
[image: A screen shot of a computer
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2. Terraform Plan
[image: A computer screen shot of white text
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3. Terraform Apply
[image: A screenshot of a computer program
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[bookmark: _Toc192929564]Verify  Setup
1. Check S3 Bucket: Go to AWS Console → S3 → Ensure the bucket is created.
[image: A screenshot of a computer
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2. Check Kinesis Firehose: Go to AWS Console → Kinesis → Ensure the firehose stream is created.
[image: A screenshot of a computer
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[bookmark: _Toc192929565]Simulate Data Using Python Script

1. Upload Python Script to AWS Cloud Shell.
[image: A computer code on a dark background
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2. Install required libraries
[image: A screen shot of a computer code
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3. Configure AWS CLI
[image: ]

4. Upload the code for the Simulation
[image: A computer screen shot of a program code
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5. Run the simulation
[image: A screen shot of a computer screen
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6. Verify data in Amazon S3
[image: A close up of a screen
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[bookmark: _Toc192929566]Monitoring and Logging
1. Monitor Kinesis Firehose:  AWS Console → Amazon Kinesis → Delivery Streams → Monitoring tab.   Check data delivery success, throughput, and error logs.
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[bookmark: _Toc192929567]Issues Encountered

[bookmark: _Toc192929568]Problem:
While running terraform plan, we encountered an unsupported block type error related to s3_configuration. The error indicated that s3_configuration was no longer supported for the aws_kinesis_firehose_delivery_stream resource.
[bookmark: _Toc192929569]Resolution:
To resolve this, we replaced s3_configuration with extended_s3_configuration, which is the correct format for newer versions of Terraform. Additionally, we addressed the deprecation warning for acl = "private" by removing it and relying on the default settings. After making these corrections, Terraform successfully created the necessary resources.
[image: A screenshot of a computer
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[bookmark: _Toc192929570]Summary of Key Deliverables
1. AWS Cloud Shell: Configured to run Terraform and Python scripts.
2. Terraform Deployment: Kinesis Firehose and S3 bucket deployed using Terraform.
3. Python Data Simulation: Sales and inventory data simulated and sent to Kinesis Firehose.
4. Real-Time Data Storage: Data delivered to S3 and verified in the sales-data/ folder.
5. Monitoring: Kinesis Firehose and CloudWatch Logs configured for performance monitoring.
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us-east-1 ar

~ $ curl -0 https://releases.hashicorp.com/terraform/1.5.7/terraform_1.5.7_linux_amd64.zip

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 20.0M 100 20.6M %] @ 57.4M () ==Z==t== ==f==3== ==t==3== 5744l

~ $ unzip terraform_1.5.7_linux_amd64.zip

Archive: terraform 1.5.7_linux_amd64.zip
inflating: terraform

~ $ sudo mv terraform /usr/local/bin/

~ $ terraform --version

Terraform v1.5.7

on linux_amdé4

Your version of Terraform is out of date! The latest version
is 1.10.5. You can update by downloading from https://www.terraform.io/downloads.html
~$
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~ $ wget https://releases.hashicorp.com/terraform/1.10.5/terraform_1.10.5_linux_amd64.zip

--2025-02-26 01:21:42-- https://releases.hashicorp.com/terraform/1.10.5/terraform_1.10.5_linux_amd64.zip
Resolving releases.hashicorp.com (releases.hashicorp.com)... 3.171.85.128, 3.171.85.65, 3.171.85.167, ...
Connecting to releases.hashicorp.com (releases.hashicorp.com)|3.171.85.128|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 27714924 (26M) [application/zip]

Saving to: ‘terraform_1.10.5_linux_amd64.zip’

terraform_1.10.5_linux_amd64.zip 100%[

2025-02-26 01:21:42 (336 MB/s) - “terraform 1.10.5_linux_amd64.zip’ saved [27714924/27714924]
~ $ unzip terraform 1.10.5_linux_amd64.zip
Archive: terraform_1.10.5_linux_amd64.zip
inflating: LICENSE. txt
inflating: terraform
~ $ sudo mv terraform /usr/local/bin/
~ $ terraform --version
Terraform v1.10.5
on linux_and6a

~$
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~ $ mkdir ecommerce-warehouse &% cd ecommerce-warehouse
ecommerce-warehouse $ vi main.tf

ecommerce-warehouse $
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provider .." ¢
provider " "
region - " ooin

:_s3_bucket® “warehouse_data® {
Comnerce-warehouse-ingestion
acl private®

“Warehouse Data Storage=

resource aus_s3 bucket versioning® “warehouse_data_versioning®
bucket - aws_s3_bucket.warehouse_data.id

versioning configuration ¢
status = ~Enabiece

resource “aus_kinesis_firehose delivery strean® “warehouse_strean® {
warehouse-sales-ingestion=
extended 3=

“UNCONPRESSED™

resource =aus_ian_role ~Firchose_role {
name = =firchose_role™

_role_policy - jsonencode!{
Version = =2012 10177,
Statenent - [©
‘Action = "sts:AssuneRole’
Principal - « service
Effect - " ",

irehose. anazonaws..con” 3,

resource *aus_ian_policy” “Firehose_policy” {
nane = "Firenose_policy”
description = "Policy for Kinesis Firehose to urite to 53*
policy - jsonencode
Version = ~2012 10177,

Statenent
Action = =s3:PutObject=,
Resource = =${aus_s3_bucket.uarehouse_data.arn}/+,

“Allow

resource “aus_ian_role policy attachment® firehose_attachment* ||
role aws_ian_role. Firehose_role.name.
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ecomerce-warehouse $ terraform init
Initializing provider plugins.
- Reusing previous version of hashicorp/aws from the dependency lock file
- Using previously-installed hashicorp/aus v5.85.0

Terraforn has been successfully initialized!

You may now begin working with Terraform. Try running "terraform plan” to see
any changes that are required for your infrastructure. ALL Terraforn comnands
Should now work.

If you ever set or change modules or backend configuration for Terraform,
Ferun this command to reinitialize your working directory. If you forget, other
commands will detect it and remind you to do so if necessary.
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b
Plan: 6 to add, @ to change, @ to destroy.
Warning: Argument is deprecated
with aus_s3_bucket.uarehouse_data,
on main.t line 7, in resource "aws_s3 bucket" “warehouse_data’
: acl - “privaten
Use the aws_s3 bucket_acl resource instead

(and one more similar warning elsevhere)
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aws_kinesis_firehose_delivery_stream.warehouse stream: Creation complete after 44s [id-arn:aws:firehose:us-east-1:4181617098¢
Warning: Argument is deprecated
with aws_s3_bucket.uarehouse_data,
on main.t line 7, in resource "aws_s3 bucket" "warehouse_data"
7: acl = rprivate"

Use the aws_s3 bucket_acl resource instead

Apply complete! Resources: 6 added, @ changed, © destroyed.
‘ecomerce-warehouse $
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General purpose buckets | Directory buckets

General purpose buckets (1) 1. (IIEETE) © (@ copyarn empty ) (oetere ) (BB

Buckets are containers for catastored n 3,

(@ Fna ks by rame ) ciole
Name a | AWsRegion @ | 1AM Access Analyzer | Creation date v

O ccommerce-warchouse-ingeston US st (N.Vireina)us-ast-1 View analyzer or us-east-1 February 26, 2025, 031304 (UTC+0000)
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Firehose streams (1) wro © (Couee ) (TR

You can createa Firehose stream to set up a source, destination, and optional transformation for your streaming data delivry.

[qnmrmmsm ] <1 @

Name. a | st @ | Creationtime v | Source © | Datatransformation v | Destinationtype © | Destination URL

O varchouse-salesingestion Fobruary 26,2025 3 031...  Direct PUT Not enabled Amazon$3 ccommerce-warchousein...
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region_name

L i5-east-1"
stream_name -

‘warehouse-sales-ingestion”

Firehose = boto3.client( < -/, region name-region_name)

warehouses = [ W00, U002, WHOO3']
products = ['P12345°,” "P67890°, 'P54321°]

def generate_record():

return {

‘arehcuse ' random. choice(warehouses),
“prodict 0 : random. choice(products),
“quentity sold s random.randint(l, 10),
“current_inventory : random.randint(100, 1000),
timestamp’: time.strtime( %Y -%n-%dTHH: 4M: %57 ")
¥
try:

print("Sinulating data. Press Ctrl+C to stop.”)
while True:

record - generate_record()
response = firehose.put_record(
DeliveryStreamName-stream_name,
Record={ /- : json.dumps(record) + \n '}

print(“Record sent:”, record)
time.sleep(")

except KeyboardInterrupt:
printf|"\nSinulation stopped
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ecommerce-warehouse $ pip install boto3

Defaulting to user installation because normal site-packages is not writeable

Requirement already satisfied: boto3 in /usr/local/lib/python3.9/site-packages (1.35.78)

Requirement already satisfied: botocore<1.36.,>-1.35.78 in /usr/local/lib/python3.9/site-packages (from boto3) (1.35.78)

Requirement already satisfied: jmespath<2..8,>-0.7.1 in /usr/local/lib/python3.9/site-packages (from boto3) (1.6.1)

Requirement already satisfied: s3transfer<d.11.9,>-0.10.0 in /usr/local/lib/python3.9/site-packages (from boto3) (0.10.4)

Requirement already satisfied: python-dateutil<3.0.0,>=2.1 in /usr/local/lib/python3.9/site-packages (from botocore<1.36.0,>=1.35.78->boto3) (2.9.0.poste)
Requirement already satisfied: urllib3<1.27,>-1.25.4 in /usr/local/lib/python3.9/site-packages (from botocore<1.36.6,5>-1.35.78->boto3) (1.26.20)
Requirement already satisfied: six>-1.5 in /usr/local/lib/python3.9/site-packages (from python-dateutil<3.8.0,>-2.1->botocore<1.36.0,>=1.35.78->boto3) (1.17.8)
ecommerce-warehouse $ python3 -c “import boto3; print('Boto3 installed successfully!")"

bash: event not found

ecommerce-warehouse $ 1s

main.tf simulate_data.py terraform.tfstate

ecommerce-warehouse $ python3 - "import boto3; print(“Boto3 installed successfully!™)"

Boto3 installed successfully!

ecommerce-warehouse $
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ecommerce-warehouse $ aws configure
AWS Access Key ID [None]:

AWS Secret Access Key [None]:

Default region name [None]: us-east-1
Default output format [None]: jsor
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except Keyboardrnterrupt:
print("\nsinulation stopped.”)
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{va w03 quantity_sold +2025_02-26T04:
{a w02’ ‘quantity_sold 1202502 26T04:
L w03 *quantity_sold 12025 62 26To4:
{va w03 *quantity_sold 12025 62 26Tos:
{va w03 *quantity_sold 12025 02 26T04:
{a w03 ‘quantity_sold +2025 02 26To4:
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{va w01 *quantity_sold *2025-02-
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ecomerce-warehouse $ terraform plan
Warning: Argument is deprecated
with aws_s3_bucket.uarehouse_data,

on main.t line 5, in resource "aws_s3 bucket" “warehouse_data’
5: resource "aws.s3_bucket” "warehouse_data” {

Use the aws_s3_bucket_versioning resource instead

(and one more similar warning elsevhere)

Error: Unsupported block type

on main.tf line 22, in resource "aws_kinesis_firehose_delivery_strean” "warchouse_strean
22: 53 configuration {
Blocks of type "s3_configuration” are not expected here.

ecomerce-warehouse $ Vi main.tf
‘ecomerce-warehouse $ rm -r main.tf
‘ecomerce-warehouse § 1s.
ecomerce-warehouse $ Vi main.tf

ecomerce-warehouse $ Click inside the terminal window to reconnect and continue using your Cloudshell session.
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